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Abstract. This paper describes the development of a secure video surveillance 

application for Android devices. The proposal is based on a smartphone placed 

on a Lego Mindstorms EV3 robot and connected via Bluetooth to it. The 

smartphone runs in background a motion detection application with its camera. 

If motion is detected, it begins to capture images that are sent to a streaming 

server, in order to see them live from a web application. Remotely via the web 

application and the smartphone connected via Bluetooth it is possible to move 

the robot in order to find out more information about what is happening in the 

monitored location. 

1   Introduction 

Theft of homes and businesses is a problem that requires urgent solution. Domestic 

burglary increased by 14% between 2007 and 2012 in Europe [1]. Among the EU 

countries, the highest increases in the number of domestic burglary cases occurred in 

Greece, Spain, Italy, Romania and Croatia. 

Furthermore, Spain is the third EU country that suffers more shoplifting, and more 

than 310 home burglaries a day are recorded [2]. Therefore, more and more 

establishments and homes are installing alarms that automatically contact the police in 

case of intrusion. In addition, many of these alarms consist of video surveillance 

systems that allow view images in real time from a centralized monitor and/or 

remotely from another location via the Internet. 

This work aims to upgrade to a higher-level current video surveillance systems, by 

adding the ability to move the video surveillance cameras through the guarded stay. In 

order to take advantage of current smartphones, the proposal does not propose the use 
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of conventional video surveillance cameras, but Android smartphones, because they 

are much more than simple cameras. 

The next section describes in more detail the main ideas of the proposal, and its main 

functions, which are video streaming, motion detection and robot control. Then, 

Section 3 sketches the used architecture and technologies and Section 4 mentions the 

communication between the two applications. The security mechanisms used are 

explained in Section 5. Finally, a brief conclusion closes the paper. 

2   Description of the proposal 

The most basic function of the proposal is to send a video captured in real time to a 

streaming server in order to display images on another device through a web 

application. 

The proposal also takes advantage of using a smartphone to detect motion so that if 

motion is detected, it sends a notification and a video recorded in real time via 

streaming. 

In addition, the smartphone is connected via Bluetooth with a robot Lego Mindstorms 

EV3, so that the user can move the smartphone through the room as he/she wishes. To 

this end, at the web application, while the images are captured in real time, it is 

possible to control the robot. 

Given the high degree of sensitivity of sent information, the security of the connection 

is protected with encryption and authentication methods. 

The three main functions of the proposal are: 

1. Sending video and audio streaming: The main function of this proposal is to 

captured audio and image by a mobile device and send them to a streaming server, 

so that with the client application it is possible to display this video in real time 

and perform other functions. See Fig. 1 and Fig. 2. 

 

Figure 1. Captured audio and image by a mobile device 



 

Figure 2. Video received at a streaming server 

2. Motion detection: The application, while is capturing images around, is constantly 

checking if there is movement in front of the camera. If so, send a text message to 

recipients that have been added to the notification list. See Fig. 3. 

 

Figure 3. Notification list 

3. Robot control: Through the client application, while the images captured by the 

main application are being displayed, it is possible to move the robot in order to 

analyze the different areas of the monitored site. See Fig. 4. 



 

Figure 4. Robot control 

3   Architecture 

The complete system comprises the elements shown in Fig. 5. 

 

Figure 5. Architecture 

- Wowza streaming server: It is the streaming server that stores and sends the 

images. 

- WLAN router: It is in charge of making the interconnection between the 

smartphone, the streaming server (cloud), and the computer running the client 

application. 

- Client application: It receives the images from the streaming server, and allows 

sending commands to the smartphone so that it can send them to the robot via 

Bluetooth. 

- Smartphone: It is one of the two essential elements of the proposal because it runs 

the main application, which sends the video recording to the streaming server, and 

allows the robot to move according to commands received from the client 

application. 



- Lego Mindstorms EV3 robot: It is the other essential element of the proposal 

because it carries the smartphone with the main application connected via 

Bluetooth, so that it moves according to the signals it receives from the 

smartphone. 

The main technologies used by the system are: 

- Main application: The main application, which runs the smartphone, is developed 

on Android. It connects to the network via WiFi or 4G (LTE) and also connects to 

the Lego Mindstorms robot via Bluetooth. 

- Client application: The client application is a web application, allowing run on any 

computer without the need to pre-install it. To run it requires only a browser. For 

the development of this client application it has been made use of HTML5, CSS, 

JavaScript and NodeJS. 

4   Communication between the two applications 

Communication between the two applications, for robot control, is established 

through sockets. See Fig. 6. 

 

Figure 6. Communication between mobile and web application  

- The principal Android application has a server socket that is constantly listening 

on port 1234 to receive robot commands. Depending of the received command, 

the robot moves in a direction with a certain speed during a determined time. 

- The client web application connect to the mobile application through a client 

socket thanks to the IP address of the smartphone. Once connected, sends the 

corresponding command to move the robot and close the connection. 

The communication for robot control is protected with security mechanisms explained 

in next section. 



5   Security 

The security mechanisms used to protect information are: 

- 256-bit AES encryption in CBC (Cipher Block Chaining) mode to encrypt 

information sent between the Android application and client web application. 

- Diffie Hellman Elliptic Curve for secret key agreement. 

- Digital Signature Elliptic Curve for verification of the authenticity and integrity of 

information. 

6   Conclusions 

The proposal here described, thanks simply to an Android smartphone and a Lego 

Mindstorms EV3 robot connected via Bluetooth, allows enjoying a cheap system 

superior to the traditional video surveillance systems, thanks to the innovative ability 

of remotely browsing the monitored stay. Therefore, it is expected that soon this 

proposal would have received in the world of security establishments and homes. A 

beta version of this application is currently being developed. 
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